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Using big data to find

service attack surface

Using machine learning to

detect malicious requests
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Username Password guess

sarahj57@live.com abcdefg

sarahj57@live.com 123456

sarahj57@live.com password

sarahj57@live.com princess

sarahj57@live.com monkey

sarahj57@live.com 12345678

sarahj57@live.com Password

Username Password

sarahj57@live.com abcdefg

johnf12@live.com abcdefg

julie99@live.com abcdefg

topdog@live.com abcdefg

bostonS@live.com abcdefg

seahawk@live.com abcdefg

23mike7@live.com abcdefg

Other strategies: replay {username, password} pairs from leaked datasets

Slide by Cormac Herley, Microsoft Research 











Cooling

Chillers · Air handling

Operations

Provisioning · Monitoring · Security



2014-09-30 05:25:12 127.0.0.1 GET http://www.bing.com/?q=surface - 80 -
127.0.0.1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0) -
200 0 0 1359



public class LogMapper {

public static void Main(string[] args) {

if (args.Length > 0) { Console.SetIn(new StreamReader(args[0])); }

string inputLine;

while ((inputLine = Console.ReadLine()) != null) {

string mappedData = ExtractDataFromInputLine(inputLine);

Console.WriteLine(mappedData);

}

}

private static string ExtractDataFromInputLine(string inputLine) {

// Code to extract relevant data

}
}



public class LogReducer {

public static void Main(string[] args) {

if (args.Length > 0) { Console.SetIn(new StreamReader(args[0])); }

string word, lastWord = null; int count = 0;

while ((word = Console.ReadLine()) != null) {

if (word != lastWord)  {

Console.WriteLine("{0}\t{1}", lastWord, count);

count = 1;

lastWord = word;

}

else { count++; }

}

Console.WriteLine("{0}\t{1}", lastWord, count);

}

}



#=============================

# Define variables

#=============================

Write-Host "Creating streaming MapReduce job definition" -ForegroundColor Green

$mrJobDef = New-AzureHDInsightStreamingMapReduceJobDefinition -JobName
mrSampleStreamingJob -Mapper $mrMapper -Reducer $mrReducer -InputPath $mrInput -
OutputPath $mrOutput -StatusFolder $mrStatusOutput

$mrJobDef.Files.Add($mrMapperFile)

$mrJobDef.Files.Add($mrReducerFile)

#=============================

Write-Host "Running streaming MapReduce job" -ForegroundColor Green

$mrJob = Start-AzureHDInsightJob -Cluster $clusterName -JobDefinition $mrJobDef

Wait-AzureHDInsightJob -Job $mrJob -WaitTimeoutInSeconds 3600

Write-Host "Output at $mrOutput" -ForegroundColor Green



~10-100 billion requests
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Source:

Machine learning in action

By: Harrington, Peter.

Manning Publications

2012

Movie Tag # of kicks # of kisses Label
A 3 104 Romance
B 2 100 Romance
C 1 81 Romance
D 101 10 Action
E 99 5 Action
F 98 2 Action
? 18 90 Unknown
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Tag # of kicks # of kisses Label Distance

? 18 90 Unknown 0.0

A 3 104 Romance 20.5

B 2 100 Romance 18.9

C 1 81 Romance 19.2

D 101 10 Action 115.3

E 99 5 Action 117.4

F 98 2 Action 118.9



Tag # of kicks # of kisses Label Distance

? 18 90 Unknown 0.0

B 2 100 Romance 18.9

C 1 81 Romance 19.2

A 3 104 Romance 20.5

D 101 10 Action 115.3

E 99 5 Action 117.4

F 98 2 Action 118.9

if k = 3 then 3 nearest neighbors are: Romance
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𝜇0

𝜇1

Repeat

1. Compute centroids for k sets

2. Reassign point to group with closest centroid

3. Stop criteria: max iterations or no change
(no change on centroids or group assignments)

Minimize

𝐽 = 

𝑗=0

𝑘−1



𝑛∈𝑆𝑗

[𝑥𝑛 − 𝜇𝑗]
2



Tag # of kicks # of kisses Centroid
A 3 104 𝜇0

(2, 95)B 2 100
C 1 81
D 101 10 𝜇1

(99.33, 5.67)E 99 5
F 98 2
? 18 90 ?

𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒2 𝜇0 = (18 − 2)2+(90 − 95)2= 281

𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒2 𝜇1 = (18 − 99.33)2+(90 − 5.67)2= 13727.22
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Param Size Keywords Attack
surface 7 0 N

<script>alert("XSS");</script> 30 3 Y
<script src="XXS.js"></script> 30 2 Y

%3Cscript%3Ealert(%22XSS%22)%3B%3C%2Fscript%3E 46 3 ?

𝐻𝑎𝑟𝑑𝑠ℎ𝑖𝑝: 𝑔𝑟𝑜𝑢𝑛𝑑 𝑡𝑟𝑢𝑡ℎ…





Scoring Action

True Positive ☺

True Negative ☺

False Positive Boosting GT

False Negative Boosting GT











SDL
SDL+ pentest

Big Data + ML

SDL + pentest

+ Big Data

+ ML






