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Engineering is only as good as the engineer. Be a better engineer.



Objectives

After attending this presentation, you'll:

® Understand why security is essential for the quality of
products/services

® Know where to go for further info about the Security
Development Lifecycle (SDL)

® Know about the trends on security attacks
® Have a reference to model attacks based on human behavior

Engineering is only as good as the engineer. Be a better engineer.



Takeaways and Call To Action

Do threat models for traditional implementation bugs

Human behavior is the weakest link exploited in most
contemporary attacks on computer systems

Do threat models for attacks based on human behavior

Engineering is only as good as the engineer. Be a better engineer.



Evaluation of Algorithms

Traditional Complexity Current
* Memory * Bandwidth
* Processing * Energy consumption

* Security
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SDL: Security Development Lifecycle

Education Process Accountability

Administer and ide proo
track security 1S to meet
training quireme

Ongoing Process Improvements

Engineering is only as good as the engineer. Be a better engineer.



Threat Modeling

Eachelement in the

Data Flow Diagram (DFD)
IS susceptible to one or
more threat types




Spoofing Authentication
Tampering Integrity
Repudiation Non-repudiation

Information Disclosure Confidentiality

Denial of Service Avallability

Hevation of Privilege Authorization




Mitigate Everything?

* Balance: security x usability

Engineering is only as good as the engineer. Be a better engineer



Required Knowledge For Hackers Decreasing

Anonymous speaks: the inside story of the HBGary
hack

By Peter Bright |

e engineer. Be a better engineer.



http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars

Required Knowledge For Hackers Decreasing
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